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POX Controller

Controller in a software defined network (SDN) is the
brain of the network. POX is an open source controller
for developing SDN applications. POX is Python based
Controller.

POX controller provides an efficient way to implement
the OpenFlow protocol which is the de facto
communication protocol between the controllers and the
switches. Using POX controller you can run different
applications like hub, switch, load balancer and firewall.



Main Functions & Classes of POX Controller

ofp_match: This class describes packet header fields and an input port to match on. All fields are optional. Fields not
specified will be treated as wildcard & will match on anything. Some of the fields are:

dl_type: It is used to specify the whether the packet is arp (0x806) or ip(0x800) type
dl_src,dl_dst: for specifying layer 2 source & destination mac address.
in_port: the port through which packet came
tp_dst: for specifying tcp/udp destination port

example 1: create a match for packets arriving on port 1
match=of.ofp_match()
match.in_port=1

example 2: for creating match for packets arriving on port 2 & going towards port 80 of host 10.0.0.4
match=of.ofp_match()
match.in_port=2
match.dl_type=0x800
match.nw_dst=10.0.0.4
match.tp_dst=80
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Main Functions & Classes of POX Controller

connection.send(): is used for sending messages (instructions)

ofp_action_output: This is used with ofp_packet_out & ofp_flow_mod
class. Here we have to specify the port through which we want to send
the packet out.

example 1: create an output action that will send the packet out from
port 4.
output_action=of.ofp_action_output(port=4)

example 2: create an output action that will send the packet to the
controller.
output_action=of.ofp_action_output(port=of.OFPP_CONTROLLER)

example 3: create an output action that will send the packet out from all
port except in_port.
output_action=of.ofp_action_output(port=of.OFPP_FLOOD)



Main Functions & Classes of POX Controller

ofp_flow_mod: It is openflow message(instruction) sent by the controller to the switch to install flow entries into
flow table. Incoming packets are matched against these flow entries & action is performed on these packets as
specified in flow entries. The main fields of ofp_flow_mod message are:

hard_timeout: After how many seconds the flow entry will be removed. Default is no timeout. 
idle_timeout: After how many seconds the idle flow entries will be removed. Default is no timeout. 
priority: relative importance of flow entries. 
actions: list of actions to be performed on matched entries. 
buffer_id: The buffer id of packet. 
in_port: The port at which the packet arrived. 
match: for specifying ofp_match. Default is match all. 

example 1: create a flow modification message that sends ip packets having source ip address 10.0.0.1 from port 1 
to port 3. 

msg=of.ofp_flow_mod() 
msg.match.in_port=1 
msg.match.dl_type=0x800 
msg.match.nw_src=10.0.0.1 
msg.actions.append(of.ofp_action_output(port=3)) 



Main Functions & Classes of POX Controller

ofp_packet_out: It is openflow message sent by the controller to the switch to send the packet out. The packet sent 
out could be the one that was received by the switch & forwarded to the controller after buffering or the packet 
created by the controller itself. The main fields are:

data: raw data that you want to send. No need if sending buffered data. 
buffer_id: The buffer id of the packet 
action: list of actions 
in_port: the port on which the packet arrived. Specify OFPP_NONE for packet created at controller.
















