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Using reference/OVS Controller/Remote Controller

Openflow switches are of two types, physical and virtual
switches. By default, Mininet create virtual switch in
OpenFlow mode. We need OpenFlow controller to
manage and control OpenFlow switch. Mininet support
many controllers, such as OpenFlow reference controller,
OVS controller and less used NOX Classic. You can choose
OpenFlow controller simply by using the mn command.

# mn --controller ref
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Using reference/OVS Controller/Remote Controller

# mn --controller ovsc



Default Controller

# mn

# ovs-vsctl show
(gives information about the open vswitch s1)



Default Controller

# ovs-ofctl show s1
(shows information about flow tables and ports)

# ovs-ofctl dump-flows s1
(gives information about flow table entries)



Using Remote Controller

Since we are not running any controller, hosts will not be
able to ping with each other.

In Mininet network, switches can be connected to 
a remote controller. The syntax is

# mn --controller=remote, ip=[controller IP],
port=[controller listening port]

#mn --controller remote
(This command create a topology that contains 2
hosts, single open vswitch & point to the remote
controller running on localhost)
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Without Controller

Here we are creating topology without specifying any
controller, hosts will not be able to ping with each other.



Using ovs-ofctl

ovs-ofctl is a command-line utility that sends basic
OpenFlow messages to a switch. It communicates
directly with a switch and does not need a controller.
It is especially useful for debugging, viewing flow
state and flow counters.

To obtain this information you can query the switch
on port 6654. In the beginning, the port used was
6634, but now it has been allocated 6654 port. It
gives error when you try to connect on port 6634.
You can also add/delete flow table entries using this
utility.
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Adding flow entries for hub

Network applications such as hub, switch, router can be created
using mininet & ovs-ofctl. The ovs-ofctl can be used to create more
complex applications like firewall and load balancer. Now we are
going to use “ovs-ofctl” for converting our dump simple ovs
datapath into useful devices such as hub, switch and firewall.

If flow table contains a flow entry which contain the action to flood
the packet that arrives at specific port of forwarding device, then
that forwarding device behaves like a hub.

Figure shows all hosts belongs to the same network. when host h1
wants to send a packet to host h4, then it first sends a packet to
forwarding device at port 1. When a packet arrives at port 1, then it
is matched against flow entry. When match is found, then it is
flooded to all ports except the incoming port according to action
specified in flow entry.
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Step 1: Create Topology

Create mininet topology consisting of 1 switch & 4 hosts.
We do not want to use any controller so we have
specified the option “--controller none”.

You can use the following command for creating required 
topology.

# mn --mac --topo single,4 --controller none

on mininet prompt, try to ping h2 from h1. As can be 
seen, we are not able to ping. 



Step 2: Add Flow

Before adding flow, check the flow by using command
# ovs-ofctl dump-flows s1
(it is not showing any rules)

# ovs-ofctl add-flow s1 actions=flood
(Now add flow entry by using the “ovs-ofctl” utility. Add flow entry by specifying action as “flood”)

now rules are visible on using “ovs-ofctl” with option “dump-flows”.



Step 3: Checking Connectivity

As can be seen, now h1 is able to ping to h2 & h3 is able to ping h4.
The option “-c2” specified with the ping commands tell it to send only
2 packets. You can also use pingall command to test the connectivity.



Step 4: Verify Hub Behavior

There is another way by which you can check the functionality. Spawn x terminals by running the command
“xterm h1 h2 h3 h4” on mininet prompt. It will open x terminals as shown in screenshot.



Step 5: Verify Hub Behavior

We will use “tcpdump” utility for
capturing the traffic on hosts h2,
h3 & h4. We will ping from host h1
to host h2 (10.0.0.2).

Type the following command on different hosts.

host command
h2 tcpdump -i h2-eth0
h3 tcpdump -i h3-eth0
h4 tcpdump -i h4-eth0
h1 ping 10.0.0.2



Step 6: Verify Hub Behavior

ping from host h1 to host h2 (10.0.0.2). As can be seen, traffic is also received by h3 & h4
hosts although the packet was destined for h2 host.



Deleting Flow Entries

# ovs-ofctl del-flows s1
(delete all flow entries in device s1)

# ovs-ofctl dump-flows s1
(show all flow entries)

mininet> pingall
(testing ping reachability. Not pinging 
because we deleted the rules.)

mininet> exit
(destroy topology)

# mn –c
(clean topology leftovers)
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Adding Flow Entries for Switch

If flow table contains entry with action to forward the packet to
specific port in same network, then forwarding device acts as
switch. Figure shows that host h1 and h2 belongs to the same
network. When host h1 want to send a packet to host h2, then it
first sends the packet to forwarding device at port 1. When a packet
arrives at port 1, then it is matched against flow entry. When match
is found, then it is forwarded to port 2 according to action specified
in flow entry
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Step 1: Create Topology

Create mininet topology consisting of 1 switch & 4 hosts. 
We do not want to use any controller so we have 
specified the option “--controller none”. 

You can use the following command for creating required 
topology.

# mn --mac --topo single,4 --controller none

on mininet prompt, run pingall. As can be seen, none of 
the hosts are able to ping each other.



Step 2: Add Flows

(The first flow table entry specifies that if destination mac address is 00:00:00:00:00:01 then send the packet out through
port 1. 2nd, 3rd, 4rth rules are of same variety. Fifth entry specifies that if the packet is of arp type then flood the packet.
By adding the above 5 flow entries into device s1, we are simulating the behavior of the switch.)

now rules are visible on using “ovs-ofctl” with option “dump-flows”.

Before adding flow, check the flows
# ovs-ofctl dump-flows s1
(it is not showing any rules)



Step 3: Checking Connectivity

As can be seen, each host is able to ping to each other



Step 4: Verify Switch Behavior

There is another way by which you can check the functionality. Spawn x terminals by running the command
“xterm h1 h2 h3 h4” on mininet prompt. It will open x terminals as shown in screenshot.



Step 5: Verify Switch Behavior

We will use “tcpdump” utility for capturing the traffic on hosts h2, h3 & h4. We will ping
from host h1 to host h2 (10.0.0.2).



Step 6: Verify Switch Behavior

ping from host h1 to host h2 (10.0.0.2). Also our device s1 is not flooding the traffic to hosts h3 &
h4. Our device is sending the traffic to only specific ports.



Deleting Flow Entries

# ovs-ofctl del-flows s1
(delete all flow entries in device s1)

# ovs-ofctl dump-flows s1
(show all flow entries)

mininet> pingall
(testing ping reachability. Not pinging 
because we deleted the rules.)

mininet> exit
(destroy topology)

# mn –c
(clean topology leftovers)


