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—4 OpICHOC

To Aladiktuo Twv TrpaypdatTwy (loT) armoteAei 10 diKTUO ETTIKOIVWVIOC
TTANOWPAC CUOKEUWYV, OIKIAKWY OUCKEUWYV, QUTOKIVATWY KOBWC Kal KABE
QVTIKEIMEVOU TTOU EVOWMOATWVEI NAEKTPOVIKA PECA, AOYIOUIKO, aloONTAPES
KOl OouvOeOoINOTNTA O€ OIKTUO WOTE va ETTITPETTETAI N OUVOEON Kal N
avtaAAayr OEDOUEVWV.

AtTAouoTepa, N piAoco@ia Tou loT gival n ouvdeon OAWV TWV NAEKTPOVIKWV
OUOKEUWV METACU TOUC ( ) N ME duvaroTnTa OUVOECNC OTO
O1adIKTUO ( :

(Wikipedia)
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OpiouO¢g

loT pEpvel/ TTPAYUATOTTOIEI:

 Yuvdeoluotnta (connectivity) yetacu ‘things’ o€ KABE XwpEo Kal

KQBe oTIyun,

- Autévoun kal Ac@aAnc avtaAlayr 0e00UEVWY JETALU

OUOKEUWV KAl EQAapuUoywV/ ouoTNUATWY,

- AlooUVOEDEPEVN OIKOVOMIKI KAl KOIVWVIKNA {wn,
- QuOoIkéEC dpaaTNPIOTNTEC OTOV 10£aTO XwWPEO (virtual space)
« ATTEPIOPIOTEC EQAPUOYEC VIO «ECUTTV (W KOI «ECUTTVECY
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Oucl1aoTikd, TO loT TTAPEXEI VIO TA AVTIKEIMEVA
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Movadikr} avayvwpion

[TAnpo@opia o€ TTpayuartikd xpovo (real time) yia
o Q¢on

 Karaortaon

o [lepiexopevo

|10eatd/ wneiakd atroTuTtwpa (digital footprint)

2uvoeaiuoTnTa oT1o AladikTuo
AuvatotnTta avraAAayrg dedouEVWY



loT is driven by:
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Sensors @

Light sensor Motion sensor Sound sensor
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Sensor Control Center Actuator
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Temperature Sends this Control center Sprinkler turns
sensor detects  detect signal to sends command on and puts
heat. the control to sprinkler. out flame.

center.
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€ CONNECTIVITY

These inputs are digitized and placed onto networks.

WAN
Wide Area Network - 802 20
MAN

Metropolitan Area Network -802 160

LAN
PAN Local Area Network - 802.11

Personal Area Network - 802 15

P IPVE UDP DTLS RFL Teinet MQTT DOS CoAP XOPP HTTP SOCKETS REST AR
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RFID (Radio Frequency Identification)

« Automatic Scanning — requires no line of sight.
* Unique object Identification (e.g. pallet, case, product item)
« Components
v RFID Tag: Chip + Antenna o 1] NS

v Reader ™ Antenna

Tag
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RFID data @

“
Application
Air interface
Data
L J Clock
RFII? reader : Enemgy . RFID tag
with internal or = with antenna
external antenna ‘Da—ta._ '
¢ ergy Attau?hment by gluing,_
riveting or ather method

Infrastructure Carrier object



<7 RFID installations -
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RFID gate
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€) PEOPLE & PROCESSES

These networked inputs can then be combined into bi-directional systems that integrate data,
people, processes and systems for better decision making.
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and collects data

Mobile, router, wearable,
thermometer, etc.
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loT Data flow

data transported from
connected machines

_/

data and provides
service to end-user

' Senses surroundings ’ Store and analyze | [ Controls the analyzed " Share useful information

with other people

o
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Paper

loT-based tracking and tracing platform for prepackaged
food supply chain

Li, Z., Liu, G., Liu, L., Lai, X. and Xu, G. (2017), "loT-based tracking and
tracing platform for prepackaged food supply chain®, Industrial
Management & Data Systems, Vol. 117 No. 9, pp. 1906-1916.

https://doi.org/10.1108/IMDS-11-2016-0489
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Introduction

» Research purpose / Research question(s)

Proposing an effective loT-enabled real-time tracking and tracing platform for
prepackaged food supply chain in order to ensure safe food consumption

Dr. C. Bardaki

How to design an economically solution to realize item-level real-
time tracking and tracing?

» How to build an integrated tracking and tracing platform for
prepackaged food during the whole supply chain?

How to support the identification of the casual factors when safety
incidents appear?

How to facilitate the decision-making processes based on the mass
real-time data collected? (I
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Introduction

~ » Research motivation

Prepackaged food plays a more and more important role in modern lives
as it could bring many benefits, for example, it is much more convenient for
usage and storage.

However, with the booming of prepackaged food industry, the food safety
incidents increase accordingly -> decrease the confidence of consumers
and even bring about severe public health impact.

» Research approach - Design and development of the platform, case study

=
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Introduction

_* Summary of results

the platform is proved highly effective and beneficial for all the
stakeholders involved

the integration of the QR code and RFID technologies is proved to be
economical and enables real-time data collection

e Contribution

the technical architecture of the loT-based tracking and tracing
platform

integration of QR code and RFID technologies -> cost decrease

S

information sharing between stakeholders -> guaranteeing the quality
and safety of prepackaged food
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Related work / Background

Food supply chain refers to the processes from food production, processing,
distribution,

to consumption and disposal.

A lot of research has been made through using various emerging technologies
to guarantee the food safety and maximize the economic benefits in a specific
food supply chain process.

» Thakur and Hurburgh (2009) proposed a system for bulk grain supply chain
traceabillity.

» Kong et al. (2013) presented the quality traceability system for bee products.

 Bechini and Cimino (2008) developed a prototype of traceability web ~
information system for the food supply chain to track and trace product units. ,

S’
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Related work / Background

Qiao et al. (2013) proposed a vegetable safety traceability model by integrating
two-dimensional barcode technology and web service technology.

Tavares et al. (2012) designed a tracking and tracing solution in supply chains by
using a quick response code.

Hsu et al. (2008) proposed an RFID-enabled traceability system for live fish supply
chain where the RFID tag is put on each live fish and is regarded as the mediator
which links the live fish logistic center, retail restaurants, and consumers for
identification.

Azuara et al. (2012) implemented a secure traceability system with a cryptographic
operator. The system could identify fakes and potential counterfeits, which could
significantly reduce the cost of security management. /
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Related work / Background
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QR code - quick response code M‘f’ s ﬂf}@r@
ﬁ*v&. Nz%‘@
a two-dimensional version of the barcode
conveys a wide variety of information almost instantly with the scan of a
mobile device.
stores up to 7089 digits or 4296 characters, including punctuation marks
and special characters,
it can encode words and phrases such as internet addresses.
=
the more data, the bigger size increases and the more complex structure J
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QR codes use optics technology (lasers),
which are easier to generate on a mobile
device or for temporary usage.

QR code technology requires a camera to
recognise the code - limiting read
distances to directly in front of a reader

Quick Response (QR) code is static and
information is only transferred once it is
manually scanned.

QR codes have no limit of information 7 \
being transferred as they normally transfer _
to a URL, meaning lots of data can be —

‘stored' on a QR code
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| \/Eroposing an loT-based tracking and tracing
platform

SOA

5 layers

» perception layer
» data layer

* service layer

« application layer
« users layer

XML schema facilitates
the data exchange
among various
heterogeneous systems

XML - one of the most widely-
used formats for sharing
structured information today:
between programs, between
people, between computers and
people, both locally and across

Dr. Cn8amuleki
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QR code for every
prepackaged food
item

RFID tag for
different levels of
packaging



Key services o

o Consumers can scan the QR code by their smart phones
to capture the safety information of the prepackaged food.

provide warning information for potential problems.

Tracking and Tracing Evaluation and Warning

Servi Servi Data Analytics Service

Service

Smart Prepackaged Food Lifecycle Management Service
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Case study

Guangxi Wuzhou Double Coins Industrial Co. Ltd (GWDCI) - one of the largest
prepackaged food producers in South China.

Annual production of its representative product, tortoise jelly, has already
exceeded 1,000 tons.

Several Challenges:

very difficult to control the quality through the whole supply chain

when safety incidents occur, it is difficult for GWDCI to identify the casual
Factors

lacks an effective method to get feedbacks from consumers.

L
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~ Case study - implementation o

o

Enterprise Customizing
Authentication Product code

R————— A middle-level package - 24
/ \ boxes of tortoise jelly.
. The Prepackaged Food Enterprise
% RFID tag - 0.66 dollar

.
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Automatic Cartooning - - : -
Machine Coding Machine Packaging Machine
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Discussion and Conclusions

Several benefits of the platform

Dr. C. Bardaki

Enables the company to monitor the whole process of prepackaged food supply chain.

The implementation cost could be greatly reduced through adopting the integrated
QR/RFID solution.

Example: 1,000 boxes per day -> combination method = 28.02 dollars, RFID only = 660
dollars

Builds an effective consumers’ feedback channel for companies -> great help to improve
the quality of the products

=

Identification of causal factors when food incidents occuir.
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MNePUTTWOELS EPOAPOYNG




To loT TTpoodepel

NMAnpodopia

Alodkaoleg

OUVEXNG (continuous)

akpLBNC (accurate)

O€ TTPAYHMATLKO XPOVO (real time)
aodpaAn dtapolpacpo
mAnpodopiag

Neploocotepn mAnpodopia (Big
data)

outopatotToinon

EVTOTONOC TTOPpWV

Opatotnta otnv €podLACTIKA
aAvoida

BEAtiotn Staxeiplon amoBepdtwy
ATTOTEAECUATIKEG ATTODACELCG
Movadikn avayvwpLon Topwy,
TPOIOVTIWY, UNXAVWV
LYVNAQoLUOTN T

LElwon €pyaTikol KOOTOUG,
Xpovou, AaBwv

YN -
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\/ «EEU?VO» loT-enabled Wuyeio yla Alovepropoug

et
LS

EvaAAakTIKG oevapia avaoxediaouou/
uAoTtroinong Auong

A TotroBétnon RFID eTikéETag ava Tepdxio +
RFID reader o1o Yuyeio

[ MapakoAouBnon atroBEuarog ava
Kartnyopia 1TpolidévTwy -> alert
avattApwang yia Tov UTTAAANAo

[ Av TO TTPOIOV €IVl PPECKO, UTTOPW VA
TTaPaKOAOUBW Kal TNV NU. AfRgng/ Tepdxio

AkpIBr Abon avaoXedlaouou aAAG pag Oivel
ME MEYAAN akpiBela TIC ayopEC Kal TO atTOBeua
ava Katnyopia TTpoIovTog
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«EEU%VO» loT-enabled Wuyeio yla Alovepropoug

EvVaAANOKTIKG oevapia avaoxedlaouou/
uAoTtroinong Auong

B TomroBéTnon aiclntripa Bapoug oTa pagia
[ MapakoAouBnon Bapouc avda pagl

O T'vwpilw Bapog ava TEPAXIO KAl HECEG
NUEPNOIEC TTWANOEIC ava KaTnyopia
TTPOIOVTWY -> O aAyOpIOPOC UTTOBETEN TIC
TTWANOCEIC KAl TO aTTOBepa -> alert
avattApwang yia Tov UTTAAANAo

[1io @Bnvr AUon avaoxedIaouoU -> JIKPOTEPN
aKpifela TTANPOPOPIag yia TIGC AYOPES KAl TO
atrofepa ava Karnyopia TTPoIovVTog




WVO)) loT-enabled Wuyeio yla AlaveputTopouc (MLKPOUC Kol
uevakou -

Sl

* Me awoOntripec Bepuokpaoiag, vypaoiag,
BAapouc Kal avolypatoc moptac

*  Mobile ebappoyn ywa va «mrapoakolouBeicy
To Puyeio

MNpoodeEpel:

* Emomtevon tou YPuyeiov o€ TPAYUATLKO
XpOvo

* EwbomoloELg yla Tuxov mpofAnuata
* Avadopec Aettoupylac tou Puyeiov

*  AvadopEC KATAVAAWONC TWV TTPOLOVIWV



«EEuTTVvON loT-enabled Wuyeio - OdbéAn

e EyyUnon 1TolotnToC TPoiovVIWY P\ o -

e Ewdomroinon -> Mpriyopn
avtibpaon o mpOPAnua/ InULEG

e AmOOOTIKOTEPN AvaTTANPWON
TMPOLOVIWYV -> KAAUTEPN XpPron
TTPOCWTTLKOU

* Ewova katdaotaong tou YPuyeiou
O€ TTPOYUOTLKO XPOVO

* Ewkova TWANCEWV OE TPOYHOTIKO ISR
XpPOVo SO ]
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Dashboard — - — ' COOLER
ki CONTROL
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CURREMT ALERT STATLIS
& MALERTS ALERTS

Prgsid Dod edany gresde
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= Vodafone loT Fleet Control
_, Baaikn Auon [Mpoxwpnuévn Auon

* Online TAaT@OpUO  Baoikn Auon

* [MapakoAouBnon oxnuATwy o€ OXEOOV
TTPAYMATIKO Xpovo (20-307) +

*  2UYKEVTPWTIKI EIKOVA KATAOTAONG OXNUATWY » ‘EAeyxog Beppokpaaciag opTnywy WuyEiwv
(kivnon, otdon, AGEN) » ‘EAeyxog 01dBuNG Kal KaTavaAwong Kauaiuou

»  Xapteg EANGDAG/ e€wTEPIKOU » Panic Button

« Evromopog oxnuatwy, disubuvoewyv * Avagopéc & dlaypdauuata ava aicbnthpa

*  ATTEIKOVION KUKAOQOPIAKAG PONG OTOV XApTN

* 2nueia EvolagépovTog « Xpeiadovrtal eTITTAEOV QIOBNTHPES YyIa TNV

* AvdaAuon Odnyikng cuptrepipopdg(Driver Safety) TTapakoAouBnon Bepuokpaaciag, TTOPTAC,

« Alatpnon loTopikou ZuvTtnpRoEwyv Kauaoiuou, odnywv & panic button

*  AVOAUTIKEG ava@opEg & 1I0TOPIKO yia 1 £€T0G
« Eidotroinoeig pe sms/email
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N :’_‘ Hg —

Zl!
%,
%

Dr. C. Bardaki



«E UTTVOCH ITOAOC bopTnywv — Ataxeiplon oToAou |

* Me aloBntripeg €xoupe TAnpodopia BEonc Kot
AeLtoupylac Tou oxnUAToC

* Mobile epappoyn yla va «mrapakoAouBeic» 1o
oTOAO dopTnywv

Mpoodepet:

* [lapakoAoUBnon oTOAOU CE TTPAYHATLKO XPOVO
*  AvadopEC KATAOTAONEG OXNUATWY

* Avadopeg BEonc oe XAPTEC

* EVTOTLOHOGC OXNUATWY

* AvadopeC pong oxNUATWY

*  Avadopéc odnyLkng ouputrepldopag

* Ewbomoloelg




\_./ «EEutrvocy ITOAoC doptnywv — OdEAN

@
e Ewova oxnuatwy -> €lkova
Xpovou mapadooewv/

TapaioBwv

e Ewkova dtadpopwy ->
dpopoAoynon

e Aodalela oxnUATWY

* BeAtiwon evepyelakou
OTTOTUTTWULOTOC

* Melwon XpOVOU UETOKLVI|OEWV e/



