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Google APIs
€000

OAuth2.0

@ “Open Authorization”

o Emtpénel v npoofaon o€ TOPOLG QMO LTINPEGIEG EK PHEPOLG EVOG XPTOTN OO
Hio eQappoyn.

@ O xpnotng Ba mpénel va Sdoel v ouykatdbeon tov.

o Tote n epappoyn pmopel va €xel oprobetnpévn mpdofaacn 0Tovg TOPOLS XWPIG
V& yvopilel Toug KadKoLg Ipoafaong Tov XpnoTn.
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Google APIs
0000

OAuth2.0

@ Resource server: ekei mov vAPKOLV Ol TOPOL TOLG Oomoiovug BEAOLIE Vi
XPTOYLOTIO|GOVHE.

@ Resource owner: qutdg oL el TNV €0V01080TNON vV SOCEL TPOGRAOT) OTOLG
mopoug,.

o Client application: n epappoyn mov BéAel va €xel Tpocfacn oTovg mOpoug

o Authorization server: avtdg oL €KSISEL KOLTIOVIX TIOL EMITPENOLY TNV
npoofaon aeov S®OEL TNV GUYKATGBECT] TOL 0 OWNer.

@ Scope: kaBopilet akp1Bog Tt Propet va Kavel N epappoyn Téve GTOVG TOPOLG
TIoL Slaxyelpidetan.

0 ABnvav




Google APIs
000

OAuth2.0: ta vmep

Xpnowpomnotel SSL yia TV KoSIKOMOIN o™ TG EMKOVOVING

Aivel epropiopiévn npoofaon (Scope)

Yuvévddeton e Avoelg single-sign-on

YAonoteitat pe https ondte propel va epappootei oe mobile, desktop, web
EQAPHOYEC.

Apket6 documentation

Apketég étorpeg P1Arobnkeg

"Hén xpnotponoteiton anod toug “yiyavieg” (Google, kKtA)

Agv ekBETel TOLG KOEIKOVG TOL XPN o
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Google APIs
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Gmail API
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To API to gmail

@ Tlwg otéAvoupe éva e-mail amd éva Python script;
@ O napadooiakdg Tpdmog eivat va xprnotpomnoroovpe v PiAobnkn smtplib.

@ Q0T1600 e ToV TPOTo aLTO Bt TIpEmel va BAAOLE KATIOL TO KOSIKO TIOL €XEL O
Aoyoaplacpog otov mail server.

@ H Google (mAéov) Sev vmootnpilel Tov Tpomo auto (TovAdyloTov oToug standard
Aoyaplacpong)

Gmail Is Disabling Less Secure Apps: What
To Do Next

Jun 16,2

G - -

Other SMTP have
difficulty sending emals when this feature is isabled.

We know that many of our customers rely on Gmall to send emails from

10 Havemotpo Abny




Gmail API
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IMwg otéAvoupe e-mail pe To Google API

@ Oa mpénel va Eekvnoovpe éva véo project 0to Google Cloud Platform (GCP)

@ Avoiyoupe exel 1o Gmail API

@ Dridyvoupe Ta SramoTELTAPLA Y1 TNV €QAPHOYT Hog (To script pag dnAadn)

@ Evoopatovoupe oto script pag tm por) tov Oauth2.0

@ Tnv mpAdTN QOPG TOL TPEXEL TO SCript pag {NTAEL TNV cLyKaT&BEDT HOG Vi
XPNOLomomoel To email pog.

@ H epappoyn pag AapPavel éva token to onoio pmopel va avave@vel Kot TAEOV
pnopel va oTévAel e-mail ek pépoug pog.

Xapoksmewo TavemoTipio ABvev

101 ZuoTpdtwy
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Disclaimer

o ITIpogoyn!

@ Me ta mapokate napadeiypota Ba SO00LE 0TOV KOSIKA Hag AP EAeyX0
néve 010 @gmail.com Aoyoaplaopo pag.

@ Omnwg elpaoTe MPOCEKTIKOL [IE TA KAEIBIA HOG €TOL EIPROTE KAL [IE TA KOLTIOVIX
HoG.

o TLy. 6ev 1o avefadovyie o€ repos, 8V T APTVOLIIE GE Server mov Sev EAEYXOVLHE
TIANP®G KTA.

@ KaAOTepa va XprjOLHOTIOIOETE €va SOKIHOOTIKO AOYXPLOGHO OV TO TEPLEXOHEVO
TOL YPOHHATOKIBOTIOL Elval ONHAVTIKO YL EGGG.

10 TavemoTipio ABvév
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Disclaimer

WHAT ARE YOU POING

I FORGOT MY
ON THE PARK WEBZ?Z

PASSWORD, S0 I'M
LOOKING IT UP.

CYBERSECURITY

VENTURES

w,w
)
\

CYBERSEQURITYVENTURES .COM

&G Kapohdkng

Xapokonelo MavemaTtpio A6
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Disclaimer
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Eexwadpe ano to GCP

€ 5 C & dowdgooglecom
B oo Support @ lengwoge  Consde

Products  Pricing  Resources

Google Cloud ~ Gvenien  Solutions

Watch the Google Cloud Next 22 livestream now @)

Built by developers,
for developers

Get started with Google Cloud's easy-to-use platiorm, tools,
and APIs. Or join the Innovators Program for special
invitations, product previews, and more.

Tt e o,
Get started for free Joln Innovators Program 4 -
e,
de in the Googl

For developers  What's new

e uicksTaRT -

Explore technical blogs, how-tos, and Connect with Googl It
Xplore technical blogs, how-tos, an P — onnect with Google engineers to
support your cloud journey

resources

Xapoksmewo TavemoTipio ABvev

Bapdag Kapahakng
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Anpovpyovpe évav client

oiswiss

O ameadmin Service Accounts

©  Toviewtispage, selct 3 pojct. SELECT PROJECT  CREATE PROJECT
donty & Orgaizaion

e
X Pl Troleshooter Select a recent project
3 ol Anayzer

B oguizatonposces My Project

6 Sumismal Organization: No rganizatr
6,

@ Workoad derty Fecert. feessseds

o Labes

> T

% sewng

@ Pruscy s sy

B oty Avaroprony
Rolee

= udtiogs

& nssetinentory

@ Essental Conacts

Bopag Kapohdakng Xapokonelo Mavemotipio Abnveov
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Anpovpyovpe évav client

oisml

Google Cloud = 0

New Project

You have 11 projects remainingin your quota. Request an ncrease or
delete projects. Learm more

MANAGE QuoTAS

I Projectname +

ncoursd o]

-

D: automationcourse-368707. t cannot b changed later. EDIT

| & No crganzation srowse |

Parent organzation or folder

create [N

Bopag Kapohdakng Xapokonelo Mavemotipio Abnveov

vtopatononpévy Awyeipion Zuotnpétey
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Anpovpyovpe évav client

<« © console.cloud google.com;

SievBuy & Docusign Sign. control

s
. Dot worry—yo 2 Tutorial

Google Cloud automationcourse v L Q Search Products, resources, Recommended for

Service accounts

O 1AM&Admin Service accounts -+ CREATE SERVICE ACCOUNT TE 8 MANAGEACCESS  C REFRESH Breeassismant

available on service accoun

e e

Service accounts for project "automationcourse

Creating and managing
accounts @

Leam s,

e Cloud servie dentry, such

uing on Compute Engine VMs, App Engine a9ps f ystems

unt represents a Gos

©  ientiy & organization Asen

Organization polcies can be used to securs sence accounts and blockrisky sevice account features,such as automati 1AM Grants, keycreaton/upload, o th creation of sevic accounts ntirey Create and manage service
It out pol the 1AM API and the Google

andthe geloud CLI

A Policy Troubleshooter

B policyAnalyzer [

B organization Policies

Fiter Ene

Manage access to proje
and organizations &

O emal Status Name 4 Description KeylD  Keycreationdate  OAuth2ClentiD @

This page describes how to

2 senvice No rows to display and revoke access 1o projec

©  Worklosd denityFederat. organzations.

@ Labels Create and manage serv
> Tags This page explains how to ¢
& Settings Google Cloud console.

©  privacy & securty Managing service accou

imersonation ¢

Oopag Kapohdxkng Xapokoneo Mavemoipio Abny

vtopatononpévy Awyeipion Zuotnpétey
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Anpovpyovpe évav client

o
Google Cloud Q Search Products,resource:

O 1AM &Admin & Create service account

A

© Service account details
Sarvice account e
automation

©  identiy & Organization
A Policy Troubleshooter

B policyAnalyzer [

Dispay

automation x c

©  Workload dentity Federat

@ Labels
» Tags CREATE AND CONTINUE
& Settings
Grant this service account access to project
@ prvacy s secury

(optional)

Bwpag Kapohdkng XPOKOTELD TTAVEMOTIHIO /

Avtoparonoupévn Aweiplon Zuotnpétey
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Anpovpyovpe évav client

Google Cloud 3+ automationcours

O amM&Admin & Create service account &

P
@ Service account details

©  dentty & Organization |

& Folly Troublstooter Grant this service account access to project
(optional)

B Policy Analyzer [T

5 orgeistonFolcies 10 complete specific actions on the resources inyour project.Learn more

o =
Service Accounts + ADDIAM CONDITION

']

©  Wiorkioad dentity Federat.
4 ADD ANOTHER ROLE

@ Labels

> Tegs CONTINUE

@ setings

O Priracy s Securty © Grant users access to this service account (optional)

dentiy Avare Prosy B3 =

Bopag Kapohdakng Xapokonelo Mavemotipio Abnveov
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Anpovpyovpe évav client

Startyour

Google Cloud

automationcours

Gmail API

0000000000 0e00000000000000000

oist

O amM&Admin

e A
©  identity s Organization
A poliey Troubleshooter
& Policy Ansyzer [

B Organization Policies

o8 Service Accounts
@ Workoad identiy Federat
@ Labels

» Tags

& setings

@ privacy & Security

B identy-Aware Proxy

Bopag Kapohdakng

& automation

DETAILS PERMISSIONS Kevs METRICS

Keys

Locs

pr
authenticate service accounts on Google Cloud here

‘Add a new key pairor

Block service account key creation using o1

Leam more about setting orgai

ADDKEY ~

Create new key

Upload existing key

Key creationdate  Key expration date

Workload dentty Federation

Xapokonelo Mavemotipio Abnveov

Avtopatonompévn Awyeiplon Zvotnpdrev
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Anpovpyovpe évav client

Startyour Free Trial with

in credit, Donitworry

itbe charged f you run out of credits. Lear mo

Google Cloud automationcourse v Q search Product

API APIs & Services APIs & Services ~+ ENABLE APIS AND SERVICES.

< Enabled APIS & services

Thour Ghous 12hours v 1day 2days 4
B Ubrary

v Credentials Traffic H Errors Median latency

i OAuth consent screen
©  Domain verification

o Page usage agreements & Nodata s available for the selected time frame. & Nodata s available for the selected time frame

Filter Fiter

Name  Requests Errors (%) Latency, median (ms) Latency, 95% (ms)

BigQuery API

Bwpag Kapohdkng XPOKOTELD TTAVEMOTIHIO /

Avtoparonoupévn Aweiplon Zuotnpétey
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Avoiyovpie to Gmail API

Startyour Fre Tl with $300 n cret, Dt wrry -you wortbecharged fyourn utof reis: Leam i
Google Cloud 3 automationcourse v

[ o

T API Library

APILibrary > “gmall”

p— 2results

Gmail API
Visibility ~ M coogle

With the Gmail AP1, you can view and manage Gmail mailbox data like threads, messages, and labels.

Publc @
Categor ~ .
o Gmail Postmaster Tools API
Google Workspace ) Google
! The Gmail Postmaster APIIs a RESTHl o emailtatfc pam rep
Other a igh the Gmail Postmaster

Bopag Kapohdakng Xapokonelo Mavemotipio Abnveov

Avtopatonompévn Awyeiplon Zvotnpdrev
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Avoiyovpie to Gmail API

it be charged f you run out o credits. Lear m

Startyour Free Trial with $300 n crei, Don't worry—y,

Google Cloud 3 automationcourse v
<
. g Gmail API

View and manage Gmail mailbox data.

B s

OVERVIEW DOCUMENTATION SUPPORT
Overview
With the Gmail AP, you can view and manage Gmail mailbox data like Additional details

threads, messages, and labels.
S & APl

Type: S
Last updated: 11/7/22.

Leamn more &

Bopag Kapohdakng Xapokonelo Mavemotipio Abnveov

Avtopatonompévn Awyeiplon Zvotnpdrev
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Avoiyovpie to Gmail API

Start your Free Trial with $300 n credit, Donitworry-

it be charged f you run out o credits. Lear m

Google Cloud 3 automationcourse v
API APIs & Services

Q Search Products, resources, docs ]

& API/Service Details W DISABLE APl

< Enabled APIS & services

Gmail API
Iabels.

nd manage Gmall mailbox data ke threads, messag

o= Credentials

By Google
i OAuth consent screen Service name Type staws 0
Public AP Enabled = -
Page usage agreements
METRICS quoTas CREDENTIALS
Select Graphs. Thour Ghows 12hows 1day 2days 4days
4Graphs. - |
Fiters: dential: ‘ Method
Traffic by response code

Bopag Kapohdakng

Avtopatonompévn Awyeiplon Zvotnpdrev
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Eykafiotoope Tig anapaitnteg fiAobnkeg

root@debian:~# apt-get install python3-pip

freading package lists... Done

Building dependency tree... Done

Reading state information... Done

The following additional packages will be installed:
binutils binutils-common binutils-x86-64-1inux-gnu build-essential cpp
cpp-10 dpkg-dev fakeroot fontconfig-config fonts-dejavu-core g++ g++-1@ gcc
gcc-10 javascript-common libalgorithm-diff-perl libalgorithm-diff-xs-perl

libalgorithm-merge-perl libasané libatomicl libbinutils libc-dev-bin
libc-devtools libc6-dev libcc1-0 libcrypt-dev libctf-nobfd® libctf@
libdeflate@ libdpkg-perl libexpati-dev libfakeroot libfile-fecntllock-perl
libfontconfigl libgcc-10-dev libgd3 libgompl libisl23 libitml libjbig®
11b]pe962 turbo llb]s jquery llb]s sphlnxdoc llb]s underscore liblsan@

Bapdag Kapahakng Xapokonelo Mavemotipio Abnveov

Avtopatonomnpévn Alayeipion Zvotnpateoy



Gmail API
0000000000000 0000e00000000000

Eykafiotoope Tig anapaitnteg fiAobnkeg

Don't periodically check PyPI to determine
whether a new version of pip is available for
download. Implied with --no-index.
--no-color Suppress colored output.
--no-python-version-warning
Silence deprecation warnings for upcoming
unsupported Pythons.
--use-feature <feature= Enable new functionality, that may be backward
incompatible.
--use-deprecated <feature> Enable deprecated functionality, that will be
removed in the future.
root@debian:~# pip install --upgrade google-api-python-client goegle-auth-httpli
iz google-auth-oauthlib

Bapdag Kapahakng Xapokonelo Mavemotipio Abnveov
Avtopatonomnpévn Alayeipion Zvotnpateoy
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Gmail Quickstart

2 import os.path

3 from google.auth.transport.requests im t Request

4 from google.oauth2.credentials import Credentials

5 from google_auth_oauthlib.flow import InstalledAppFlow
6 from googleapiclient.discovery import build

7 from googleapiclient.errors import HttpError

8

9 # API e

10 SCOPES ['https://mail.google.com/’]

11 creds = None

Listing: testgmail.py

Oujiis Kapohdkng Xapoksmewo TavemoTipio ABvev

Avtopatononpévn Awyeiplon Tvotnpdtev
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Gmail Quickstart

13

14

15 # If credenti om token file
creds = Credentials.from_authorized_user_file(’token.json’, SCOPES)
# check whett we need to ref h the token or in a ne >
if not creds or not creds.valid:
# If the token has e ¢ refresh it
if creds and creds.expired and creds.refresh_token:
creds.refresh (Request () )
# rwise we must Ilc
flow = InstalledAppFlow.from client_secrets_file(
credentials.json’, SCOPES)
28 creds = flow.run_local_server (port=0)
29
30 # Save the token the next rur
31 with open (’token. n’, 'w’) as token:
32

token.write (creds.to_json())

Listing: testgmail.py

Bopag Kapohdakng Xapokonelo Mavemotipio Abnveov

Avtopatononpévn Awyeiplon Tvotnpdtev
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Gmail Quickstart

build(’gmail’, ’vl’, credentials=creds)
results = service.users().labels().list (userId="me’).execute ()
) labels = results.get(’labels’, [])

40 labels:

41 t ('No labels found.’)

42

43 t ('Labels:’)

1 for label in labels:

45 print (label[’name’])

46

47 except HttpError as error:

48 print (£’An error occurred: {error}’)

Listing: testgmail.py

Onva

plon ZuoTnUATeV
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Gmail Quickstart

build(’gmail’, ’vl’, credentials=creds)
results = service.users().labels().list (userId="me’).execute ()
) labels = results.get(’labels’, [])

40 labels:

41 t ('No labels found.’)

42

43 t ('Labels:’)

1 for label in labels:

45 print (label[’name’])

46

47 except HttpError as error:

48 print (£’An error occurred: {error}’)

Listing: testgmail.py

Onva

plon ZuoTnUATeV
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Boowég Aettovpyieg - libgmail.py

2 import mimetypes

3 import os.path

4 from google.auth.transport.requests im Request

5 from google.oauth2.credentials import Credentials

6 from google_auth_oauthlib.flow import InstalledAppFlow
7 from googleapiclient.discovery import build

8 from googleapiclient.errors import HttpError

9 import base64

10 from email.message import EmailMessage

12 SCOPES = [’'https://mail.google.com/’]

Listing: testgmail.py

Oujiis Kapohdkng Xapoksmewo TavemoTipio ABvev

Avtopatononpévn Awyeiplon Tvotnpdtev
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Boowég Aettovpyieg - libgmail.py

t HttpError as error:

14 gmailapi:

15

16 def __init__ (self, token_file = ’'token.json’, credentials_file = tials.json’, from_ad = '
thomaskamalakis@gmail.com’) :

17 self.from_ad = from_ad

18 try:

19 creds = None

20 if os.path.exists(token_file):

21 creds = Credentials.from authorized user_file(token_file, SCOPES)

22

23 if not creds or not creds.valid:

24 f creds and creds.expired and creds.refresh_token:

25 creds.refresh (Request () )

26 1 8

27 flow = InstalledAppFlow.from_client_secrets_file (

28 credentials_file, SCOPES)

29 creds = flow.run_local_server (port = 0)

30 with open(token_file, ’'w’) as token:

31 token.write (creds.to_json())

32

33 self.service = build(’gmail’, ’'vl1’, credentials = creds)

34

3.

3

int (f'An error occurred: {error}’)

Listing: testgmail.py

Bopag Kapohdakng Xapokonelo Mavemotipio Abnveov

Avtopatononpévn Awyeiplon Tvotnpdtev
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Boowég Aettovpyieg - libgmail.py

8 build_message(self, to, subject, body) :
9 message = EmailMessage ()

40
4 message[’To’] = to

42 message[’From’] = self.from_ad
3 message [’ Subject’] = subject
44 message.set_content ( body )

45 return message

Listing: libmail.py

wpdc Kapahdkng Komelo Iavemo

vtopatonowpév Atayeipion Tvotnpére
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Boowég Aettovpyieg - libgmail.py

47 def build _draft (self, message):
48 encoded_message base64.urlsafe_b64encode (message.as_bytes ()) .decode ()
49 create_message {
5 c {
encoded_message
53 }
54 draft = self.service.users().drafts().create (userId = "me”,
55 body = create_message) .execute ()
56 return draft

Listing: libmail.py

wpdc Kapahdkng Komelo Iavemo

vtopatonowpév Atayeipion Tvotnpére
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Boowég Aettovpyieg - libgmail.py

58 def create_draft (self, to, subject, body):
59 message = self.build_message(to, subject, body)
60 return self.build_draft (message)

def create_draft_with_attachments(self, to, subject, body, attachments = []):

62
63 message = self.build_message(to, subject, body)
64

65 for attachment in attachments:

type_subtype, _ = mimetypes.guess_type (attachment)

maintype, subtype = type_subtype.split(’/’)

with open(attachment, ’'rb’) as f:

data = f.read()

filename = os.path.basename( attachment )
message.add_attachment (data, maintype, subtype, filename = filename)
73 return self.build_draft ( message )

Listing: libmail.py

Bopag Kapohdakng Xapokonelo Mavemotipio Abnveov

Avtopatononpévn Awyeiplon Tvotnpdtev
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send(self, to, subject, body, attachments = []):

76 draft_dict = self.create_draft_with_attachments(to, subject, body, attachments = attachments)
77 d = draft_dict[’id’]
78 draft = self.service.users().drafts().send(body = {’id’: id}, userId = 'me’).execute()

Listing: libmail.py

from libgmail il gmailapi
3
3 subject = ‘Test e-mail’
4 to = ’thkam@hua.gr’
5 body = \

6 non

This is a test

8 using the gmail

q nmn

11 g = gmailapi ()
12 g.create_draft (to, subject, body)

Listing: testdraft.py

Bopag Kapahdakng Komelo Iavemo

vtopatonowpév Atayeipion Tvotnpére
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AnooToAr e-mail

from libgmail img gmailapi

subject = 'Test e-mail’
4 to = ’thkam@hua.gr’
5 body = \

6 nrn

Th
8 using the gmail
g wun

1

11 attachment = ’pic.png’

12 g = gmailapi ()

13 g.send(to, subject, body, attachments = [attachment])

Listing: testsend.py

Bopdag Kapardxng

vtopatonowpév Atayeipion Tvotnpére
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Calendar API

o
(2]
o
(]
(5]
o

Me 1ov {810 Tpomo evepyomolovpe to Calendar API oto GCP
DTIGVOLE éva project

DTIGYVOLHE TA SLAMOTELTPLA

Evoopat@voupe ot porj tov Oauth2.0

Aivoupe ouykataBeon

H epappoyn pog Adapfaver éva token mov pnopel va ypnoiponowoet to calendar
HoG.

bmeto MavemaTijio ABny

on ZuoTn
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Calendar Quickstart

2 import datetime

3 import os.path

4

5 from google.auth.transport.requests im; Request

6 from google.oauth2.credentials import Credentials

7 from google_auth_ocauthlib.flow import InstalledAppFlow
8 from googleapiclient.discovery import build

9 from googleapiclient.errors import HttpError

10

11 SCOPES = [’'https:/ googleapis.com/auth/calendar’]

Listing: testcalendar.py

Bapdag Kapahakng

Calendar API
ooe

Xapoksmewo TavemoTipio ABvev
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Calendar Quickstart

13 creds = None
14 if os.path.exists(’cal_token.json’):
15 creds = Credentials.from_authorized user_file(’cal_token.json’, SCOPES)
16 if not creds or not creds.valid:
17 if creds and creds.expired and creds.refresh_token:
18 creds.refresh (Request ())
19 else:
flow = InstalledAppFlow.from_client_secrets_file(
’calendar_creds.json’, SCOPES)
creds = flow.run_local_server (port=0)
with open (’c.

token.json’, ’w’) as token:
token.write (creds.to_json())

Listing: testcalendar.py
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26 try:

service = build(’calendar’, 'v3’, credentials=creds)

[l

29 # Call the Calendar API

30 now = datetime.datetime.utcnow().isoformat() + ’Z’ # ’'Z’ indicates UTIC time
3 print (’Getting the upcoming 10 events’)

3 events_result = service.events().list (calendarId=’primary’, timeMin=now,

3

maxResults=10, singleEvents=True,
startTime’) .execute ()

w
GrROSOR

events = events_result.get (’items’

Listing: testcalendar.py
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37 if not events:

38 print (‘No upcoming events found.’)

39

40

41 # Prints the start and name of the next 10 events

42 for event in events:

3 start = event[’start’].get(’dateTime’, event[’start’].get (’date’))
44 print (start, event[’summary’])

16 except HttpError as error:
47 print ("An error occurred: %s’ % error)

Listing: testcalendar.py
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